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managed connector that you connect to your AgentCore Gateway. Agents discover it
with a standard tools/l1ist call and invoke it like any other Model Context Protocol
tool. There are no search APIs to provision, no outbound credentials to manage, and no
result-parsing glue to maintain.

The following sections walk through the key capabilities, the architecture of the
purpose-built web index, privacy guarantees, use cases, and how to set up Web Search
Tool.
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 Domain and date filtering — Restrict searches with a target-level domain exclude
list. In connector version 1.2.0 and later, targets also support a domain include list,
and agents can pass per-request domain include and exclude lists and published-
date bounds.

e Purpose-built web index — Backed by an Amazon-operated web index spanning
tens of billions of documents.

» Knowledge graph for high-confidence facts — Grounds entities and their
relationships to provide factual answers rather than leaving the model to infer them
from extracted page text.

e Semantic snippet extraction — Pulls semantically relevant passages from each web
page, optimized for a model’s context window, rather than returning raw HTML or
full pages.

Purpose-built web index

Many solutions that add web search to an agent are wrappers over a third-party search
engine. Web Search Tool on Amazon Bedrock AgentCore is different — it is backed by a
web index that Amazon builds and operates directly.

Broad coverage

The index spans tens of billions of documents. That scale matters for coverage —
long-tail questions about niche libraries or obscure product specifications can be




Semantic snippet extraction optimized for model context

Rather than handing the model a raw HTML dump or a full page, the tool performs
semantically relevant snippet extraction. It pulls the passages from each web page
that actually bear on the query and returns them in a form optimized for a model's
context window. The result is denser, more relevant context per token — the model
sees the parts that matter and spends fewer tokens on boilerplate and navigation
chrome, which helps improve the precision of cited answers.

Private by design

For many enterprises, the question that stalls a web search rollout isn't "does it work" —
it's "where do my users' queries go, and what happens to them?" Web Search Tool is built
so those answers are straightforward.

Queries never leave AWS

When your agent issues a search, the query is served entirely within AWS
infrastructure. Customer queries are not sent to a third-party search engine or
routed outside AWS. The Gateway authenticates to the AWS-owned connector and
routes the request internally, so the data path stays inside AWS end to end. For
teams with data egress concerns, this removes an entire category of review.




5. Grounded response — Your agent uses the results to compose a response with cited
sources.

Use cases

e Up-to-date research — Answer questions about current events, stock prices, or
recent announcements by searching the web and synthesizing results with source
citations.

e Fact-checking — Verify claims in documents by searching for primary sources and
confirming or correcting figures using knowledge graph-backed factual answers.

o Competitive intelligence — Monitor competitor announcements, product launches,
or pricing changes from public web sources.

« Stale knowledge elimination — Give agents access to information published after
their training cutoff, such as new software releases, policy changes, or breaking
developments.

Set up Web Search Tool

For instructions on how to create a Gateway Target with the Web Search Tool connector
configuration, including setup examples using the Python SDK and CLI, see Set up Web
Search Tool (./gateway-add-target-api-target-config.html#gateway-add-target-api-connector-
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e Target-level domain exclude list and include list. When setting up the target, the
administrator configures lists of domains that the target excludes from or restricts
every search to. Both lists are hidden from the calling agent and applied to every
request that flows through the target.

e Request-level filters (connector version 1.2.0 and later). The calling agent can
pass an optional filters object with each tools/call request:

o domainFilter — include and exclude lists, up to 100 domains per list.
Web Search Tool returns results only from domains on the include list and
drops any result whose domain appears on the exclude list.

o publishedDateFilter — from and to bounds, inclusive, ISO-8601 UTC.
Web Search Tool returns only results with a published date that falls on or
between the from and to dates.

Request-level filters compose with the target-level exclude list and include list:

e A domain is dropped from results if it appears on either the target-level exclude list
or the request-level exclude list.

e A domainis returned only if it appears on every include list that is set. If only the
target-level include list or only the request-level include list is set, that list is
honored. If both are set, only domains present in both are returned. If the two share
no domains, no results are returned.

Request-level filters cannot override the target-level exclude list or expand results
beyond the target-level include list.
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The Web Search Tool accepts the following input schema when invoked through
tools/call.The filters field is available only when the target is pinned to
connector version 1.2.0 or later. On earlier versions, the schema exposes only query
and maxResults.

{
"inputSchema": {
"type": "object",
"properties": {
"query": {
"description": "The search query string",
"type": "string"
}’
"maxResults": {

"description”: "Maximum number of results to return.
Valid range: 1-25. Defaults to 10.",

"type": "integer"

}’
"filters": {

"description": "Optional request-level filters
(connector version 1.2.0+). Applied on top of the target-
level exclude list and include list.",

"type": "object",

"properties": {




"items": {"type": "string"}
¥
}

¥
"publishedDateFilter": {

"description”: "Per-call published-date filter.
Bounds inclusive, IS0-8601 UTC. Applies to web results
only.",
"type": "object",
"properties": {
"from": {
"description”: "Earliest publication date
(IS0-8601 UTCH.",
"type": "string"
¥,
"to": {
"description”: "Latest publication date
(IS0-8601 UTCH.",
"type": "string"
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Description

Optional request-level filters.
Available in connector version
1.2.0 and later.

Domains to include. Up to 100
entries.

Domains to exclude. Up to 100
entries.

Earliest publication date, 1ISO-
8601 UTC.

Latest publication date, ISO-8601
UTC.




i
¥
Field Type Require Description
d

text strin Yes Text content or snippet of the search
g result

url strin No URL of the source webpage
g

title strin No Title of the source webpage
g

publishedDa strin No Publication date of the result

te g

Availability

The Web Search Tool connector is available in the following AWS Regions:

e US East (N. Virginia) us-east-1
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